Cisco WebEx Connect
Advanced Auditor

@ webex

Maximize IM security and compliance
with advanced administration.

Manage and control IM conversations, file
transfer, collaboration, and client privileges
with Cisco WebEx™ Connect Advanced Auditor.

Choose Cisco WebEx Connect Advanced Auditor —an
optional WebEx Connect administrative module —to enforce
corporate messaging standards and policies, and enable
compliance with government regulations to secure, manage,
and archive all electronic communications. Augment the
security capabilities and business end user functionality of
WebEx Connect with centralized, server-based storage and
message archive. Create real-time usage reports and monitor
statistics graphically.

Implement powerful policy controls — at
enterprise, group, and individual levels.
Enable compliance with HIPAA, SEC, e-Discovery, and SOX
Store, audit, archive, and review instant messaging requirements for retaining electronic communications. You
communications. can store, audit, archive, and review all IM communications
at the server level. Plus, forward IM conversation transcripts
Enable corporate compliance with government to an email archiving system or WORM-compliant storage as
regulations. often as necessary. Maintain corporate policies by defining
customizable disclaimer notices for individuals or groups.

Maintain secure, trusted instant messaging network. Reduce the spread of viruses and worms

Protect against IM and P2P threats.

Provide management visibility into IM usage. Prevent intruder access with comprehensive identity
management. Create a secure IM network by limiting

Use with popular email compliance and/or WORM communications within specific domains. Take advantage

storage systems. of advanced security protocols, including patent-pending

day zero worm blocking and spIM prevention, powerful file
transfer control, and active phrase monitoring and auditing.

Safeguard your network.

Get WebEx Connect delivered on-demand over the Cisco-
powered MediaTone™ Network, a private global network.
Ensure that all your sensitive communication stays private
with end-to-end 128-bit SSL encryption.

Avoid added infrastructure with a hosted solution.
All WebEx applications are delivered on-demand. There’s no
up-front investment, and no maintenance or upgrade costs.
Just a predictable monthly subscription. So it’s easy to
implement, and easy to scale as your needs change.


http://www.webex.com
http://www.webex.com/solutions/secure-instant-messaging.html

Manage IM security and compliance "

with these powerful features.

Block zero-day worm and virus attacks using real-time
communications channels.

Prevent malware from disabling protection and cloak IP
addresses with stealth proxy operation.

Prevent SpIM using a combination of allow/block lists, rich
content filtering, and patent-pending challenge-response.

Limit file transfer size or prevent file transfers altogether.

Prevent loss of intellectual property and confidential
information by:

- Routing employee communications strictly over the
WebEx MediaTone™ network.

- Blocking messages using keyword watch list, advanced
keyword patterns and full regular expressions.

Guarantee 100% binary archiving accuracy for all real-time
communications, including user sign on/off history and multi-party
chat participation history and file transfer.

Display customizable legal audit disclaimers to all parties involved in
the conversation —automatically.

Assign and enforce regulatory compliance features at the company,
group, and individual employee levels.

Configure “Chinese Wall” policies to restrict inter-group contact and
use “Hair Pinning” to restrict inter-organization contact.

¢ Take advantage of sophisticated workflow processes that include
content monitoring, review cycles, and custom search queries.

¢ Integrate seamlessly with common email compliance and WORM
storage systems.

¢ Prevent data tampering with a checksum of time-stamped messages
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and ensure that exported conversations match recorded conversations.

¢ Conduct 360-degree audits for all users, including system administrators

and content reviewers.

[ Day Zero Worm Blocking

Recent IM Interactions.

Actively monitor and audit activity across all domains in real
time using the graphical console.

This feature is intended to detect and prevent the inadvertent spread of malvare that may exploit an employee's contact list. 1f
enabled, IMAuditor vill detect unusual contact-list behavior, such as rapid identical IM transmissions originating from an employee's
IM client, and take the action specified below.

Secure against anomalous contact-list behavior

Enforce if: [10 | Messages are sent to contacts vithin [2 | seconds or less

Block Incoming M: O No
O Yes
(@ Challenge sender vith the challenge/response sequence specified in Configuration> Security Settings>
Content Challenge Settings

Block Outgoing M: O No
O Yes
@ Challenge sender vith the challenge/response sequence specified in Configuration> Security Settings>
Content Challenge Settings

E-mail Alert to: | )

_oK | _cancel

Take advantage of advanced security protocols to block
worms, SplM, unauthorized file transfers, and other threats.

¢ Manage file transfer, collaboration —including audio/video conferencing, VolP —
and other client privileges at the company, group, and user levels for all real-time

communications services.

¢ Associate employee IDs in the corporate directory with IM contact names.

¢ Enforce policies based on endpoint IP addresses using IP-based access controls.

¢ Run usage reports and monitor statistics graphically—all in real time.

¢ Provide authorized administrators with secure, intuitive web-based access to

configuration functionality.

¢ Integrate with corporate database applications, email compliance, archiving, and

WORM storage systems.

Find out how the entire suite of WebEx
applications works together to secure
your enterprise. Order online at
www.webex.com or call our toll-free
sales hotline at 1.877.509.3239.
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