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INTRODUCTION: “WORK FROM ANYWHERE” IS THE NEXT SHIFT
IN COLLABORATION

As organizations and ClOs prepare for their employees’ return to the office, there’s an oppor-
tunity to look back at the lessons we learned in response to the pandemic. Before the pandemic,
many organizations were investing in hybrid work to enable employees to work from the office, their
home or anywhere. This trend was driven by the technology and cost advantages related to the
market shift toward cloud-based collaboration, powerful mobile devices, and the convergence of
meetings, calling and messaging.

The ZK Research 2021 Work-from-Anywhere Study found that nearly twice as many organiza-
tions were preparing to support work-from-home scenarios compared to two years earlier. How-
ever, this suggests that many ClOs had to shift quickly to support hybrid work, and many near-term
decisions were made that potentially impacted critical operational factors. For example, at the
start of the pandemic, the ad-hoc nature of decision making increased vendor fragmentation and

disrupted centralized administration.

Collaboration Platforms Deliver Resilience and Agility

Today, employees expect to work from home or the office with increased flexibility. Some ClOs
see the shift back to the office as an opportunity to reassess and retool their collaboration needs
from a holistic perspective and to make certain they invest in an approach that ensures security,
compliance, centralized manageability and scalability—all while providing the flexibility to continu-
ously innovate.

|t's important for organizations to consider the following points as part of their go-forward strat-

egy to ensure their hybrid workforce is energized and productive:

Plan for both the known and the unknown. The pandemic created a scenario that few, if
any, companies were prepared for. Looking ahead, ClOs need to be prepared for an uncer-
tain future—an environment where everyone is in the office, no one is in the office, and every
possible combination in between. This requires having infrastructure and applications that can

scale up and down and can provide the necessary agility to adapt as the business requires.

Advanced collaboration tools are critical to business success. |n the digital era, competi-
tive advantages are created via making the best decisions by involving the right people as
quickly as possible. Pre-pandemic, this meant having an in-office meeting. During the pan-
demic, everyone participated remotely. In both cases, all workers had a similar experience,
which brought equality to meeting participants. Looking ahead, almost all meetings will have
a mix of remote and in-office participants. Modernized tools will play a critical role in tying
in-office workers to remote ones and ensuring the experience is democratized and inclusive for

all types of workers.
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Collaboration technology is as powerful as the platform it is built upon. Technology
decision makers, like line-of-business leaders, tend to focus on point applications such as meet-
ings and messaging apps. But often, only CIOs and IT managers focus on scalability, security,

end-user configurability and centralized administration. As organizations reassess and retool

for their future collaboration needs, it is increasingly important to consider the vendors’ plat-
A [)[(I//_,/é)l‘l/fl form capabilities.
SECTION Il: COLLABORATION PLATFORMS ENABLE ROBUST
(,zp/)i"()(u;h to ADMINISTRATION AND CONTINUOUS INNOVATION
. In the last decade, the unified communications (UC) and collaboration industries have seen
collaboration

tremendous change and innovation. As user adoption increased for new technologies such as mo-
7 . bile access, workstream collaboration and artificial intelligence (Al)-based features, CIOs and IT
has the potential _ S o T
admins were challenged to rationalize and normalize a disparate set of tools and applications into
. a common administrative layer. Some technology vendors have been adding advanced capabili-
to deliver cost o . . R
ties into a comprehensive platform offering, and this provides several advantages to buyers and

their organizations.

and ])C?I:fOI‘frl(lilC(? The ZK Research 2021 Work-from-Anywhere Study asked IT managers about their top

. . priorities for managing their business during the stay-at-home period, and several of these directly
efficiencies. o o
o map to platform-level capabilities (Exhibit 1).

A platform approach to collaboration has the potential to deliver cost and performance ef-
ficiencies. A single-vendor contract improves cost advantages and reduces the risks introduced in
managing multiple technology vendors. In addition, once an organization adopts and configures a
platform into its internal IT topography, new features and capabilities can be readily added while
maintaining security, compliance and centralized administration protocols. For example, a collabo-

ration platform can accomplish the following:

Improve security. The platform approach reduces the surface area for potential outside risks.
Additionally, some platforms offer robust user identity models, enabling a richer experience

when an organization interacts with outside parties. Compliance with regard to data retention
and document sharing is also a critical security requirement, and a platform-level approach to

compliance has the potential to simplify administration.

Maximize worker productivity. Platform vendors have the potential to streamline the user
experience among their features and applications. For example, there’s an opportunity to
reduce context switching between different communication modalities (e.g., calling, meetings,

workstream collaboration) or even apps served by third-party vendors.

ZK Research: A Division of Kerravala Consulting © 2022 ZK Research
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Exhibit 1: Priorities for Managing Business When Employees Are Working Remotely

Which of the following are your top three priorities
for managing your business during the stay-at-home period?

= 2% 18% 9%
Improving security

T 1% Is%

Maximizing worker productivity

12% 10% 12%
Ensuring business continuity

10% 11% 12% I Rank #1
Protecting revenue I Rank #2

[ Rank #3

8% 12%

Maintaining a high level of customer services

12% 9% 8%
Innovation with new technologies such as Al and machine learing
K1 12% 6% 9%
Reducing costs

7% 8% 9%

Increasing customer engagement

T %

Increasing employee engagement

Not disrupting the supply chain

ZK Research 2021 Work-from-Anywhere Study

Ensure business continuity. CIOs and IT admins are often challenged to scale the organiza-
tion's technology, whether to support working from home, enable global and regional expan-
sion, or manage changes in regulatory environments. Platform vendors often centralize their

scalability capabilities to make it easier to ensure continuity.

Support innovations with new technologies. CIOs are now seen as business model en-
ablers and change agents within their organizations. Choosing the right platform enables a

CIO to future-proof their investment decisions.

Reduce costs. The platform approach offers a predictable operational cost with integrated
service contracts that scale as an organization’s needs change. In addition, as some organiza-
tions move from on-premises to cloud-based solutions, the platform approach enables cus-
tomers to migrate at a pace they are comfortable with while keeping existing assets in place.

This hybrid approach is significantly more cost effective than doing a “rip and replace” of all

infrastructure at one time.

ZK Research: A Division of Kerravala Consulting © 2022 ZK Research
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These are just some examples of the advantages a platform model offers ClOs. ZK Research
recommends that decision makers evaluate their organization’s collaboration requirements at a

platform level. To simplify this process, we've developed a generalized collaboration platform model.

ZK Research’s Collaboration Platform Model
As the collaboration industry adapts to the next wave of customer needs, some vendors are
offering their technologies as a comprehensive collaboration-focused platform model. Although
some vendors are still focused on delivering their point apps (e.g., meetings) or bundling with adja-
cencies (e.g., productivity), only a few vendors truly offer a robust collaboration-focused platform.
Exhibit 2 illustrates ZK Research’s definition of a collaboration platform, which is built on a
cloud-native foundation. This construction enables rapid innovation and improved agility. Above it

is the application programming interface (API) layer with which experiences are built. Most buyers

mistakenly evaluate only the UC software client when making a purchase decision. And although

Exhibit 2: ZK Research’s Collaboration Platform Model

Management and insights

Software/ Custom Saa$ app Work from Future
web clients experiences integration anywhere — needs
field service,
mobile, etc.

it
w

‘ 3
"")" Devices Embedded Third-party Contact
Global and endpoints apps integration center Security and

availability compliance

APIs — voice, messaging, Al, video, bot, etc.

Cloud-native foundation

ZK Research, 2022
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this is important, it's merely one example of what can be built on the platform. As the exhibit shows,
there are other important criteria to consider in order to choose the right platform versus a point app.
Section lll evaluates Cisco’'s Webex platform against the collaboration platform criteria discussed

earlier in this section.

SECTION IlI: WEBEX BY CISCO OFFERS A PLATFORM WITH ENTERPRISE-
Cisco has long GRADE SECURITY AND INNOVATIVE COLLABORATION

embraced the Cisco has long embraced the platform concept, and its Webex platform aligns closely with
ZK Research’s definition of a collaboration platform. The vendor acquired Webex in 2007, and
. its platform strategy has allowed Cisco to evolve the product for every phase of the collaboration
platform concept. . o ' _ e
industry. When the acquisition took place, online collaboration was in its infancy, and Webex was a

best-in-class application. Since then, the product has evolved as business needs have changed. Cisco
has used a mix of homegrown innovation and strategic acquisitions that add to its platform, including
the following:

. Socio Labs, May 2021: End-to-end hybrid event management

. Slido, December 2020: Audience engagement

. IMImobile PLC, December 2020: Communications platform as a service (CPaaS)

. BabbleLabs, August 2020: Advanced Al for speech

. CloudCherry, August 2019: Customer experience management

. Voicea, August 2019: Real-time transcription

. Duo Security, August 2018: Multifactor authentication

Each of these acquisitions added capabilities that make hybrid work more effective. Cisco’s cloud-
native foundation enabled the vendor to quickly integrate these technologies into Webex, creating a
seamless experience for customers. This approach has allowed Cisco to remain at the leading edge
of the collaboration industry and quickly adapt Webex to market shifts. Cisco understands that busi-

nesses are continually evolving, and so too must Webex.

APIs Enable Custom Experiences

Cisco was one of the first vendors to introduce open APls to create custom experiences. Cisco
Webex and its peer group were designed for typical knowledge workers with similar requirements. If
one were to apply the 80/20 rule to collaboration, where the stock application was designed for the
masses, consider the Webex client the “80.” Businesses are filled with other use cases as well, such as
administrators and campus workers with unique needs.

Webex's approach to security includes more than product delivery. Cisco defines and publishes a
public Cisco Data Privacy framework and response methodology on an ongoing basis to ensure data

integrity. The criticality of integrated security in collaboration platforms escalated in importance as

employees started working from home. Exhibit 1 shows that improving security was the top priority for

ZK Research: A Division of Kerravala Consulting © 2022 ZK Research n
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Cisco’s platform
approach enabled
it to bring new
capabilities to the
industry in the
Jform of embedded

applications.
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IT leaders during the work-from-home period. As hybrid work takes place in both the home and the
office, security should remain a top investment area and must be a key consideration for collabora-
tion purchases.

The Webex APl provides easy access to the Webex platform and enables developers to build
integrations with Webex messaging, meetings and calling services. Over time, Cisco has added to its
APls to ensure new use cases can be supported, such as the following:

. Create a bot to provide messaging notifications and responses.

. Create an embedded application that brings third-party applications directly into meetings

and messaging spaces for co-editing and to reduce context switching for end users.

. Integrate Webex messaging, meetings and calling services directly into third-party

applications via software development kits (SDKs) and widgets.

. Build customized collaboration experiences for vertical applications.
. Enhance video device usability with interactive skills.
. Analyze audio and video quality for reporting and troubleshooting.

Through the APls, businesses can integrate with enterprise compliance systems to gain the compli-
ance and data loss protection (DLP) provided through Cisco Cloudlock and numerous other partners.
This capability enables granular security controls for file sharing, chat and screen sharing at the user,
group and company levels for managed and unmanaged devices and for in- and out-of-network
scenarios to manage secure collaboration with third parties. Administrators have the capability to
restrict communication among internal teams to ensure compliance with regulatory policy require-
ments in order to avoid conflicts of interest. In addition, admins can require users to classify conversa-
tion spaces as public, confidential and restricted and can monitor spaces for violations.

The APl layer is a critical component of ZK Research’s definition of a collaboration platform, as it
enables new features to be added but also allows businesses to create their own custom experiences.

Cisco has steadily added more APIs as customer demand has grown.

Webex Widgets Run Directly Within Leading SaaS Apps

When it comes to collaboration, some ClOs realize that they also need to support the wide range
of software-as-a-service (SaaS)-based applications requested by various line-of-business leaders
including sales, operations, human resources, development and marketing. In ongoing research,
ZK Research recently found that the disjointed experience between collaboration tools and line-of-
business—specific Saa$ tools is decreasing productivity. For example, constantly toggling between
two or more applications creates a disjointed workstyle, and ZK Research estimates that workers
currently spend about 40% of their time managing this problem.

As collaboration became a core business application, integration with other applications grew in
importance. This is another example of how Cisco’s platform approach enabled it to bring new capa-

bilities to the industry in the form of embedded applications.
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Webex integrates

with hundreds of
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apps.
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Cisco has built integrations into many SaaS applications, enabling workers to access Webex func-
tions directly from those applications. Webex’s integrations include Salesforce, ServiceNow, Zendesk,
Jira, HubSpot, Office 365 and Slack, as well as hundreds of vendor applications and integrations.
Consequently, employees can save time and administrators avoid the burden of customizing apps
and availability for each type of usage scenario.

The SaaS integration is a strong proof point of Webex’s open nature. Many vendors built closed
systems, but Cisco’s approach has been to enable the customer to work in any application they

choose while still enjoying the Webex experience.

Embedded Apps Streamline Workflows

Webex also allows users to access applications from directly inside the Webex application and its
video devices. This enables end users to configure their own workflows with the richness of third-party
apps, eliminating the context switching that many workers must do today. Webex currently has more
than 60 embedded apps including Slido, Smartsheet, Miro, Sketchboard, Kahoot!, MURAL, Sales-
force, Box, HackerRank and Thrive.

Interoperability with Third-Party Collaboration Products

Cisco understands that many businesses will run more than one collaboration tool. To help cus-
tomers work more smoothly, Webex offers integration with Microsoft Office 365, Google and Zoom.
Given Microsoft’s strong position on the corporate desktop, Cisco has put extensive work into making
Microsoft integration easier. Key points include the following:

. Single sign-on via SAML 2.0 by using Microsoft Active Directory Federation Services or

Azure as the identity provider, which allows users to log in once instead of multiple times
. Automated contact updates with Azure or Active Directory

. Enterprise content management (ECM) file sharing with Microsoft OneDrive or Microsoft

SharePoint
. Document collaboration co-editing on Office 365 online or through the native application
. Calendar integration between Webex meetings and Microsoft Outlook, which brings

calendar reminders and “one click to join” to the two products

The integration with Microsoft products is reportedly so good that some customers have told
ZK Research that Webex integrates with Microsoft tools better than Microsoft Teams does in
many areas.

Additionally, Webex customers can run Google and Zoom meetings natively on Webex devices.
This lets organizations standardize on one set of endpoints but shift to a multivendor collaboration

environment.
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Webex Enables Effective Hybrid Work

The Webex platform enables customers to transition to hybrid work while minimizing risk and
business disruption. This is possible because the Webex platform’s architectural model is built upon
the key requirements that drive organizational resilience and agility, including security, cross-organi-
zational collaboration, extensibility, Al capabilities, scalability and manageability.

The platform approach enables Webex to introduce new features at an accelerated pace while

assuring ClOs that those features will continue to provide the security and manageability they need.

SECTION IV: CONCLUSION AND RECOMMENDATIONS

The work-from-home trend is rapidly shifting to hybrid work, and this has a profound impact on
businesses of all sizes. Achieving and sustaining a competitive advantage requires employees, part-
ners and other constituents of the extended enterprise to work together to deliver business outcomes.
Prior to the pandemic, this was accomplished by gathering everyone in a physical meeting room.
During the pandemic, everyone was participating remotely. In a hybrid work scenario, employees
participate both from home and in the office, but the experience must be democratized.

Although many great unified communications systems are available today, having a positive desk-
top experience is not enough. ClOs must reassess the collaboration capabilities they need in order to
improve their organization’s resiliency today and to expand their agility in the future. To help ClOs get

started, ZK Research makes the following recommendations:

Think “platform,”’ not just discrete capabilities. Collaboration products are often compared
to each other in silos—for example, “Vendor A has these features, while vendor B has those.”
Although that is important, the evaluation also must include platform criteria such as application

integration and device support.

Make an inclusive decision. Most collaboration tools are designed for the basic needs of
knowledge workers, who constitute the bulk of people using these tools. It's important to make an
inclusive decision that accounts for other users such as frontline workers, people in noisy environ-

ments and people with disabilities.

Insist on world-class security. When employees collaborate in hybrid work scenarios, they
can be sharing sensitive information. This makes it critical to choose a solution with best-in-class
security. lt'simportant to understand that security extends well beyond the application. Multi-
factor authentication, device security, threat intelligence and other security options need to be

considered.




